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CLAIMS 



1. 



A virtual channel communication system wherein a virtual channel is 



constructed between a first and second computer between which mutual 
communications are performed, the virtual channel communication system being 
characterized by comprising: a first step of a first computer requesting a second 
computer which is its communication partner to put communications on hold; a second 
step of the second computer which has consented to putting communications on hold 
putting a condition of connection with the first computer over a virtual channel on hold; 
a third step of the first computer undoing the aforementioned hold on communications 
by the second computer and requesting resumption of communications; and a fourth 
step of the second computer undoing the aforementioned hold on communications with 
the first computer, resuming a condition of connection of the virtual channel and 
resuming communications. 

2. A virtual channel communication system wherein a virtual channel is 

constructed between a first and second computer between which mutual 
communications are performed, the virtual channel communication system being 
characterized by comprising: a first step of a first computer requesting a second 
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computer which is its communication partner to put communications on hold; a second 
step of the second computer which has consented to putting communications on hold 
putting a condition of connection with the first computer over a virtual channel on hold 
and temporarily suspending the software in the second computer; a third step of the first 
computer undoing the aforementioned hold on the connection state with the second 
computer and requesting resumption of communications; and a fourth step of the second 
computer undoing the aforementioned connection state with the first computer, undoing 
the temporary suspension of the software in the second computer, resuming a condition 
of connection of the virtual channel and resuming communications. 

DETAILED DESCRIPTION OF THE INVENTION 



Field of Industrial Application 

The present invention relates to a virtual channel communication system which achieves 
a simulated channel connection between two computers. 

Prior Art 

As an example of a conventional virtual channel communication system of this type, 
there is the socket mechanism described in UNIX BSD 4.3 Programmer's Manual 
Reference Guide SOCKET 2 which complies with the RFC 793, Transmission Control 
Protocol. This shall be explained using the block diagram shown in Fig. 2 and the 
flow chart shown in Fig. 3. 

In Fig. 2, the first computer 1 and the second computer 2 are connected to the 
communication path 3 and perform data communications with each other. 

Upon request by software 6 operating on the first computer 1, the communication 
portion 4 sets up a virtual channel between the software 6 and the software 7 via the 
communication portion 5 of the second computer 2 (step SI). Next, the 
communication portion 4 enters a state of awaiting an event from the communication 
path 3 and the software 6 (step S2). 

Here, if there is received data from the communication path 3 (step S3), then the data 
are received (S4 of Fig. 3), and if the received data does not constitute a request to end 
communications (step S5), then the required procedures are performed to transfer 
information to the software (step S6), an event standby state is reentered (step S2), and 
when the received data constitutes a request to end communications (step S5), a 
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severance of the virtual channel is performed (step SIO). 

On the other hand, if there is data transmitted from the software 6, the data is 
transmitted (step S7), and if it is successfully transmitted (step S8), an event standby 
state is reentered (step S2). If the transmission is not successful, it is decided that a 
malfunction has occurred on the communication path 3 or the second computer 2, and 
the virtual channel is severed (step SIO). 

Furthermore, if the time over which event standby is performed exceeds a 
predetermined time, a connection confirmation signal is transmitted (step S9), and if 
this is successfully transmitted (step S8), an event standby state is reentered, whereas if 
the transmission is not successful, it is decided that a malfunction has occurred on the 
conmiunication path 3 or in the second computer 2, and the virtual channel is severed 
(step SIO). 

It is made possible to detect when a malfunction has occurred on the communication 
path 3 or in the second computer 2 in this way, thus increasing the reliability of virtual 
channel connections. The conmiunication path 5 of the second computer 2 also 
operates in a manner similar to the above, thus enabling malfunctions of the 
conmiunication path 3 or the first computer 1 to be detected. 

Problenns to be Solved by the Invention 

Since conventional virtual channel systems make the above-described operations, when 
for example, the connection of the first computer 1 is temporarily severed from the 
communication path 3, it is not possible to confirm the connection between the first 
computer 1 and the second computer 2, so that the communication portions 4 and 5 
cannot maintain the virtual communication channel established between the software 6 
and 7, and it must be discontinued. For this reason, when the first computer 1 and the 
communication path 3 are to be temporarily severed, the operations of the software 6 
must be temporarily ended, the first computer 1 and the communication path 3 must be 
severed, and subsequently, the software 6 must be restarted after reconnecting the 
communication path 3. As a result, there is a problem in that the software 6 cannot be 
operated continuously in a state immediately following severance of the first computer 
1 and the communication path 3. 

In order to resolve this problem, the present invention maintains and holds the virtual 
channel connection even if the connection of the communication path 3 which links the 
first computer 1 and the second computer 2 is severed, reproduces the state prior to the 
hold on the computer after reconnection to the communication path 3, thereby enabling 
the operations of the software 6 and 7 to be performed continuously. 

Means for Solving the Problems 

In order to resolve these problems, the present invention comprises a first step of a first 



Japanese Patent Application 
First Publication No. H4-102152 



Page 4 



computer 1 requesting a second computer which is its communication partner to put 
communications on hold (step Pll); a second step of the second computer 2 which has 
consented to putting communications on hold putting a condition of connection with the 
first computer over a virtual channel on hold (step P5); a third step of the first computer 
lundoing the aforementioned hold on communications by the second computer 2 and 
requesting resumption of conmiunications (step P21); and a fourth step of the second 
computer 2 undoing the aforementioned hold on communications with the first 
computer 1, resuming a condition of connection of the virtual channel and resuming 
communications (step PI 6). 

Additionally, another invention of the present application is such that in the second step 
(step P5) of the above-described invention, the software 7 of the second computer 2 is 
temporarily suspended (step P18), and in the fourth step (step PI 6), the temporary 
suspension of the software 7 of the second computer 2 is undone (step P17), the 
connection state of the virtual channel is reproduced, and the communication is 
resumed. 

Functions 

In the virtual channel communication system of this invention, according to a first step 
(step Pll), the first computer 1 requests of the second computer 2 which is its 
communication partner to put communications on hold, according to the second step 
(step P5), the second computer 2 which has consented to the hold on communications 
puts the condition of connection with the first computer 1 on hold, according to the third 
step (step P21), the first computer 1 releases the hold on conmiunications on the second 
computer 2 and requests resumption of communications, and according to the fourth 
step (step P16), the second computer 2 releases the hold on the state of communication 
of the first computer 1, reproduces the connection conditions of the virtual channel, and 
resumes communications. 

In the virtual channel communication system of a different invention of the present 
application, the second computer 2, after going through the first step (step Pll) and 
consenting to holding communications in the second step (step P5), holds the state of 
connection of the virtual channel with the first computer 1 and temporarily suspends the 
software 7 in the second computer (step PI 8), then after passing through the third step 
(step P21), releases the first computer 1 from the above-described state of connection in 
the fourth step (step PI 6), and undoes the temporary suspension of the software 7 in the 
second computer 2 (step P17), then reproduces the connection condition of the virtual 
channel and resumes communications. 

Embodiments of the Invention 

Herebelow, an embodiment of the present invention shall be explained in detail using 
Figs, 1(a), (b) and (c) and Fig. 2. Figs. 1(a), (b) and (c) are flow charts showing the 
operations of the communication portion 4 and communication portion 5 of Fig. 2 in 
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accordance with the present invention, used for the explanation of the operations of both 
communication portions 4 and 5. Fig. 3 which is used to explain the prior art is also 
used to explain an embodiment of the present invention. 

The jSrst computer 1 and the second computer 2 connect to the communication path 3 
and conmiunicate with each other. 

First, upon a request from the software 6, the communication portion 4 establishes a 
virtual channel between the software 6 and the software 7 via the conmiunication 
portion 5 of the second computer 2 (step PI). Next, the communication portion 4 
enters a standby state of awaiting an event from the communication path 3 and the 
software 6 (step P2). The above- described operations are performed similarly in the 
communication portion 5. 

Next, the operations of the communication portion 4 for the case where normal data 
communications are performed shaU be explained. If there is received data from the 
communication portion 5 at the communication portion 4 (step P3), the data are 
received (step P4), and if the data are normal data which are not a virtual channel hold 
request (step P5) nor indicate termination of conmiunications (step P6), they are 
transferred to the software 6 (step P7) and an event standby state is reentered (step P2). 
If the received data indicates the end of data (step P6), the virtual channel is severed 
(step P12). 

Then, if the communication portion 4 has data to transmit to the conmiunication portion 
5 (step P3), the data are transmitted (step P8), and if the data are transmitted 
successfully (step P9) and the transmitted data do not constitute a virtual channel hold 
request (step Pll), then an event standby state is reentered (step P2). If the transmitted 
data are not successfully transmitted (step P9), it is determined that a malfunction has 
occurred on the communication path 3 or the second computer 2, and the virtual channel 
is severed (step P12). 

Furthermore, if the time of the event standby state of the communication portion 4 
exceeds a predetermined period (step PIO), then a connection confirmation signal is sent 
(step P3), and if this is able to be transmitted successfully (step P9), the transmitted data 
do not constitute a virtual channel hold request signal (step Pll), so an event standby 
state is reentered (step P2), whereas if it is not able to be transmitted successfully (step 
P9), then it is determined that a malfimction has occurred on the communication path 3 
or the second computer 2, and the virtual channel is severed (step P12). The above 
operations are the same in the case of a normal communication state of the 
communication portion 5. 

Here, the operations of the communication portion 4 from when the communication 
portion 4 requests of the communication portion 5 a hold of the virtual channel in the 
normal communication state until it requests a release of the hold on the virtual channel 
and returns to the normal communication state shall be explained using Figs. 1(a), (c) 
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and Fig. 2. The communication portion 4 sends data indicating a virtual channel hold 
request to the communication portion 5 (step P8), and if the data are transmitted 
successfully (step P9), the virtual channel goes into a hold state (step Pll). Then, the 
communication portion 4 goes into event standby (step P19), during which time even if 
data are received from the communication portion 5, they are ignored because the 
virtual channel is held (step P20). When data to be transmitted from the software 6 
exists in the communication portion 4 (step P20), if the data is data indicating a release 
of the hold of the virtual channel (step P21), and as a result of transmission (step P22) is 
successfully transmitted (step 23), then the hold of the virtual channel is released, and 
an event standby state for normal communications is entered (step P2). Even if an 
attempt is made to transmit data other than a virtual channel release request from the 
conmiunication portion 4 during the virtual channel hold, it is not transmitted (step P21) 
and an event standby state is entered (step P19). Additionally, also when the virtual 
channel hold release request is not transmitted successfully (step 23), an event standby 
state is entered (step PI 9). The operations of the communication portion 5 from when 
the communication portion 5 requests a hold of the virtual channel with respect to the 
communication portion 4 until the hold is released and the normal communication state 
is resumed is the same as above. 

The operations of the conmiunication portion 5 corresponding to the operations of the 
conmiunication portion 4 from when the communication portion 5 receives a virtual 
channel hold request in a state of normal communications from the communication 
portion 4 until the reception of a virtual channel hold release request and resumption of 
the normal communication state shall be explained using Figs. 1(a) and (b) and Fig. 2. 
If the data received from the communication portion 4 by the communication portion 5 
(step P4) is data indicating a virtual channel hold request (step P5), then the 
communication portion 5 puts the virtual channel on hold and goes into event standby 
(step P13). When there is data transmitted from the software 7 in the communication 
portion 5 (step P14), the software 7 is temporarily suspended (step P18) and an event 
standby state is entered (step P13). If the communication portion 5 has received data 
from the communication portion 4 (step P14), the data are received (step P15), and if 
the received data are data indicating a virtual channel hold release (step P16), the 
temporary suspension of the software is undone (step PI 7) and an event standby state 
for normal communications is entered (step P2). If data other than a virtual channel 
hold release request is received during the virtual channel hold (step P16), an event 
standby state is entered without performing anything, in the virtual channel hold state 
(step P13). The operations of the communication portion 4 from when the 
communication portion 4 receives a virtual channel hold request from the 
communication portion 5 in a normal communication state until a virtual channel hold 
release request is received and a normal communication state is resumed are the same as 
above. 

By performing the hold of the virtual channel in the above-related manner, even if the 
connection between the computer and the communication path is severed, a severance 
of the virtual channel as in the conventional system does not occur, so that, for example, 
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in a portable computer such as a laptop computer, it is possible to realize a resume 
function such that even if the communication path is severed and the computer is 
carried away to a different location, the work done immediately prior to severance can 
be resumed by reconnecting the transmission path, whereby the time required for startup 
and shutdown of the computer system as well as termination, initiation and 
establishment of software for performing communications can be shortened. 

It is possible to append an encryption key when transmitting the virtual channel hold 
request (step Pll) and to append an encryption key when requesting virtual channel 
hold release, making it impossible to release the hold unless the two match, thereby 
enabling the addition of a security function. Furthermore, during the process of 
temporarily suspending the operation of the software (step P18), it is possible to return 
to the software an error indicating that the virtual channel is on hold. 

Effects of the Invention 

As described above, according to the present invention, according to a first step, the first 
computer requests of the second computer which is its communication partner to put 
communications on hold, according to the second step, the second computer which has 
consented to the hold on communications puts the condition of virtual connection with 
the first computer on hold, according to the third step, the first computer releases the 
hold on communications on the second computer and requests resumption of 
communications, and according to the fourth step, the second computer releases the 
hold on the state of communication of the first computer, reproduces the connection 
conditions of the virtual channel, and resumes communications, whereby it is possible 
to maintain and hold the virtual channel even if the connection of the communication 
path connecting the first computer and the second computer is severed, and to reproduce 
the state prior to the hold of the computer after reconnection to the communication path. 
Additionally, according to another invention, when the connection condition of the 
second computer is put on hold, the software is suspended, and the software is activated 
when the hold is released, thus having the effect that work on the software can be 
resumed after interruption. 

BRIEF DESCRIPTION OF THE DRAWINGS 



Fig. 1(a), (b) and (c) are operational flow charts of the present invention, Fig. 2 is a 
structural diagram of a computer communication network for explaining the system of 
the present invention, and Fig. 3 is an operational flow chart of a conventional example. 

1,2... computer; 3 . . . communication path; 4, 5 . . . communication portion; 6, 
7 . . . software. 

In the drawings, the same numbers denote the same or corresponding parts. 
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